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Who is this guy?

ÅRecovering systems administrator

ÅOver 20 years in Information Technology

ÅActive Directory Security Subject Matter Expert who performs AD 

security assessments for companies in the Fortune 500 and beyond

ÅHusband to Kari

ÅDad of Kate



What are we talking about today?

ÅVery high -level overview of Public Key Infrastructure (PKI)

ÅIdiosyncrasies of Microsoftƞs PKI implementation

ÅThree of the most common misconfigurations found in the wild

ÅThree of the most dangerous misconfigurations

ÅRemediation guidance for these six issues

ÅReview!



Prior Research

ÅPrimary Source: Certified Pre -Owned 1 - The bible of AD CS abuse 

from SpecterOps ƞ Will Schroeder and Lee Christensen

ÅCertificate Theft

ÅAccount Persistence

ÅDomain Escalation

ÅDomain Persistence

ÅAdditional Info: Christoph Falta, Brian Komar , Pete Long, Vadims

Podans, Ned Pyle, Elad Shamir, Carl Sörqvist

1 posts.specterops.io/certified -pre-owned -d95910965cd2 . 

https://posts.specterops.io/certified-pre-owned-d95910965cd2
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