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ABOUT

• Founder Trimarc (Trimarc.io), a professional 
services company that helps organizations 
better secure their Microsoft platform, 
including the Microsoft Cloud. 

• Microsoft Certified Master (MCM) Directory 
Services

• Microsoft MVP 

• Speaker: Black Hat, Blue Hat, BSides, DEF CON, 
DerbyCon, Shakacon, Sp4rkCon, TEC, Troopers

• Security Consultant / Researcher 

• AD Enthusiast - Own & Operate ADSecurity.org
(Microsoft platform security info)

https://www.trimarcsecurity.com/
https://adsecurity.org/
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AGENDA

• Introduction

• Azure AD & Office 365 
Common Attacks
• Password Spray
• Password Reuse/Breach 

Replay
• Consent Abuse

• Securing Azure AD & Office 
365: Security Actions to Take 
Now

• Conclusion
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Office 365
Common 

Attacks
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Common Attacks: 
Password Spray
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AD Recon vs Azure AD Recon

On-Prem AD

AD user can enumerate all user accounts & 
admin group membership with network access 
to a Domain Controller.

Azure AD

Azure AD user can enumerate all user accounts 
& admin group membership with access to 
Office 365 services (the internet by default).

User enumeration* often possible without an 
account!
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Azure AD User Enumeration

• https://github.com/LMGsec/o365creeperOffice 365 Authentication Page 
(Python) [Account Discovery]

• https://github.com/busterb/msmailprobe
OWA (Golang)

• https://bitbucket.org/grimhacker/office365userenum/src 
ActiveSync (Python)

• https://github.com/nyxgeek/o365recon
MSOnline/AzureAD PowerShell 

Module (PowerShell)

https://github.com/LMGsec/o365creeper
https://github.com/busterb/msmailprobe
https://bitbucket.org/grimhacker/office365userenum/src
https://github.com/nyxgeek/o365recon
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No account lockout since 1 password is used in authentication 
attempt for each user in the list (typically all or just admins) then the 
password spray tool pauses before moving onto the next password.

Password Spraying Overview

“Winter2019!”

“Spring2020!”

Sleep x seconds/minutes
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Password Spraying

• https://github.com/sensepost/ruler/wiki/Brute-Force
Ruler (Exchange) [Golang]

• https://github.com/byt3bl33d3r/SprayingToolkitSprayingToolkit (Lync/Skype 
for Business/OWA) [Python]

• https://github.com/mdsecresearch/LyncSniperLyncSniper (Lync/Skype for 
Business) [PowerShell]

• https://github.com/dafthack/MailSniper
MailSniper (OWA/EWS) 

[PowerShell]

Legacy Authentication enables O365 Password Spraying 
Legacy = Outlook =<2010, POP, IMAP, SMTP, etc

https://github.com/sensepost/ruler/wiki/Brute-Force
https://github.com/byt3bl33d3r/SprayingToolkit
https://github.com/mdsecresearch/LyncSniper
https://github.com/dafthack/MailSniper
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Attacking the Cloud: Password Spraying



TheExpertsConference.com

Attacking the Cloud: Password Spraying
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Detecting Password Spraying

Azure AD Sign-in Logs  require Azure AD Premium (P1 or P2)

Soon…
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Detecting Password Spraying

*Azure AD Sign-in Logs  
require Azure AD Premium 
(P1 or P2)
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Detecting Password Spraying

*Azure AD Sign-in Logs  
require Azure AD Premium 
(P1 or P2)
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Detecting Password Spraying

Legacy Authentication
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Common Attacks:
Breach Replay
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Password Reuse/Replay

SHA1
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Password Reuse/Replay Detection

HaveIBeenPwned.com

Password Hash (of the AD Hash) Sync Enabled: 
Users with Leaked Credential Report
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Common Attacks: 
Consent Abuse
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Consent 
Abuse

Users fooled into granting 
permissions to an app that looks 
like a familiar app.

FireEye PwnAuth

MDSec Office 365 Toolkit
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Illicit Consent Grant Attack: MDSec O365 Attack Toolkit

https://www.mdsec.co.uk/2019/07/introducing-the-office-365-attack-toolkit/

https://www.mdsec.co.uk/2019/07/introducing-the-office-365-attack-toolkit/
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Illicit Consent Grant Attack: Pawn Storm

https://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-abuses-open-authentication-
advanced-social-engineering-attacks/

https://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-abuses-open-authentication-advanced-social-engineering-attacks/
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Enterprise App Permissions

• Enterprise App (tenant-wide) 
permissions can be granted by 
Admins.

• Ideal persistence technique since app 
permissions not reviewed like group 
membership.
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Enterprise App Permissions
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Security 
Actions to 
Take Now
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Limit Global Admins
(2 to 4)

“Report” Accounts Should use Global Reader
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Multi-Factor Authentication 
(MFA) for All Role Admins

Global Admins First, Preferably with Microsoft Authenticator App 
(no SMS/text)
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Use Azure Privileged 
Identity Management (PIM)

Requires Azure AD P2 for Accounts using PIM (only)
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1. Control Role 
Groups with 
PIM

Global Admin

Privileged Role Admin

User Admin

Security Admin

Authentication Admin

Application Admin

Conditional Access Admin

These roles can control Office 365 admin accounts/groups/system. List is not comprehensive.
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2. Control 
Service Admin 
Roles with 
PIM

Exchange Admin

SharePoint Admin

Teams Admin

Skype for Business Admin

Intune Admin
These roles control Office 365 services & can access data. List is not comprehensive.
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Identify Role Group Membership
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Secure Global 
Admin 
Authentication

Create & Use Dedicated Admin Accounts 
for (Office 365) Administration

Require MFA (& PIM)

Use Cloud Admin Workstations

Configure for FIDO2 authentication
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Configure 2 
Emergency
“break-glass” 
Global Admin 
Accounts

1 should be excluded from MFA.

1 should be excluded from Conditional 
Access policies.

Both should have a FIDO2 key 
configured for authentication (in safe).

Audit logon activity.
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Protect Azure AD Connect 
Server (& ADFS) like a DC

AAD Connect Service Account is Highly Privileged in Azure AD & AD
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Azure AD Connect Server Location
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Ensure Azure AD Connect is 
Running the Current Version

6 versions released in 2019. 
Versions older than 18 months will be deprecated.
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Review Application 
Permissions & Consent
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Review Tenant-Wide Permission (Admin) Consent
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Review Per-User Permission (User) Consent
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.\Get-AzureADPSPermissions.ps1 | Export-Csv -Path "permissions.csv"     
-NoTypeInformation

Review both: 

• Delegated permissions (OAuth2PermissionGrants) 

• Application permissions (AppRoleAssignments).

Review output, especially: 

• consents that are of ConsentType of 'AllPrincipals’.

• discrete permissions that each delegated permission or application has

• specific users that have consents granted. If high profile or high impact 
users have inappropriate consents granted, you should investigate 
further.

• ClientDisplayName for apps that seem suspicious.

Audit App Permissions with PowerShell

*Courtesy of Philippe Signoret

https://gist.github.com/psignoret/41793f8c6211d2df5051d77ca3728c09

https://gist.github.com/psignoret/41793f8c6211d2df5051d77ca3728c09
https://gist.github.com/psignoret
https://gist.github.com/psignoret/41793f8c6211d2df5051d77ca3728c09
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Enable Security Defaults

If Not Currently Leveraging Conditional Access Policies
(Enabled on Tenants Created after Oct 22nd, 2019)
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Security 
Defaults

• Enforces MFA for 9 highly privileged roles.

• After users complete MFA registration, 
they will be prompted for MFA if Azure AD 
needs to confirm authentication.

• Legacy Authentication is Blocked.

• Access to the Azure Portal, Azure 
PowerShell, or Azure CLI requires MFA 
(users who are not registered will be 
required to register).

• MFA for Security Defaults is always the 
Microsoft Authenticator. Conditional 
Access is required to support other (Azure 
AD) MFA types.

• Don’t use Security Defaults with 
Conditional Access.
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Leverage Conditional Access Policies

Limit/Disable Legacy 
Authentication

1

Enforce MFA for 
Role Members

2

Restrict Access to 
Office 365 Services 

& SAAS Apps

3
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Monitor Azure AD & 
Office 365 Logs

Pull Logs into Existing SIEM or Leverage Azure Sentinel
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Review Microsoft 
Secure Score

Work on “Quick Wins” – items with low user impact & low effort.
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Other Regular Review Items

• Review Microsoft 365 Security Center reports
https://security.microsoft.com/homepage

• Review Exchange Forms/Rules for potentially malicious settings.
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-outlook-rules-forms-
attack?view=o365-worldwide

• Review Illicit Consent Grants
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-illicit-consent-grants?view=o365-
worldwide

• Review Exchange Online mailbox permissions for unusual/unintended 
configuration (Get-ExoMailboxPermission)
https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-module/get-exomailboxpermission?view=exchange-ps

https://security.microsoft.com/homepage
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-outlook-rules-forms-attack?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-illicit-consent-grants?view=o365-worldwide
https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-module/get-exomailboxpermission?view=exchange-ps
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Office 365 Security Checklist
1. Limit Global Admins to <5.

2. Enforce Multi-Factor Authentication (MFA) for All Role Admins.

3. Use Azure Privileged Identity Management (PIM).
1. Control Role Groups with PIM
2. Control Service Admin Roles with PIM

4. Secure Global Admin Authentication.
1. Separate Admin Account
2. Require MFA
3. Use Cloud Admin Workstations
4. Configure for FIDO2 authentication

5. Configure 2 Emergency Global Admin Accounts.

6. Protect Azure AD Connect Server like a DC.

7. Ensure Azure AD Connect is Running the Current Version.

8. Configure Security Defaults OR Conditional Access policies.

9. Review Application Permissions & Consent.

10. Monitor Azure AD & Office 365 Logs.

11. Review Microsoft Secure Score

12. Determine if Tenant Restrictions makes sense.

Sean Metcalf (@Pyrotek3)
sean @ Trimarc Security .com

www.ADSecurity.org
TrimarcSecurity.com

http://www.adsecurity.org/
http://www.trimarcsecurity.com/
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References
• Protect Global Admins

https://docs.microsoft.com/en-us/office365/enterprise/protect-your-global-administrator-accounts

• Admin Roles in Office 365
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles

• Review Role Membership in the portal 
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/RolesAndAdministrators

• Azure PIM documentation
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/

• Review PIM configuration 
https://portal.azure.com/#blade/Microsoft_Azure_PIMCommon/ResourceMenuBlade/quickstart/resourceId//resourceType/tenant/p
rovider/aadroles

• Create 2 emergency (break-glass) administrator accounts
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-emergency-access

• Protect Azure AD Connect like a DC
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-prerequisites

• Ensure Azure AD Connect is running the current version
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-version-history

• Azure AD Permissions Review Script
https://gist.github.com/psignoret/41793f8c6211d2df5051d77ca3728c09

• Azure AD Security Defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

• Configure Tenant Restrictions
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/new-enhanced-access-controls-in-azure-ad-tenant-
restrictions-is/ba-p/245194

• FireEye PwnAuth
https://www.fireeye.com/blog/threat-research/2018/05/shining-a-light-on-oauth-abuse-with-pwnauth.html

• MDSec Office 365 Toolkit
https://www.mdsec.co.uk/2019/07/introducing-the-office-365-attack-toolkit/

https://docs.microsoft.com/en-us/office365/enterprise/protect-your-global-administrator-accounts
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/RolesAndAdministrators
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/
https://portal.azure.com/#blade/Microsoft_Azure_PIMCommon/ResourceMenuBlade/quickstart/resourceId//resourceType/tenant/provider/aadroles
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-emergency-access
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-prerequisites
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-version-history
https://gist.github.com/psignoret/41793f8c6211d2df5051d77ca3728c09
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/new-enhanced-access-controls-in-azure-ad-tenant-restrictions-is/ba-p/245194
https://www.fireeye.com/blog/threat-research/2018/05/shining-a-light-on-oauth-abuse-with-pwnauth.html
https://www.mdsec.co.uk/2019/07/introducing-the-office-365-attack-toolkit/
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Q&A: Enter in the Q&A feature.

Register for TEC at TheExpertsConference.com


